Soft upsets have been observed in dynamic random access memories (RAMs) that can be attributed to single high energy photon interactions.' In the experiments, bremsstrahlung produced by the interaction of 40 MeV electrons with a thin tungsten converter has been found to produce soft upsets at flux levels well below those where photocurrent generation of upsets dominates. The number of upsets observed at low photon fluxes depends on the total number of photons which have been incident on the device but is independent of the dose rate. This behavior is consistent with preliminary calculations which assume that the upsets are caused by alpha particles Produced in the silicon chip by the nuclear reaction 28Si(y,a)24Mg. In these calculations the bremsstrahlung spectrum and the reaction cross section were integrated over the range from 15 to 22 MeV.
Introduction
The observation of soft upsets in microcircuits due to single ionizing particles or events has opened up serious questions regarding the reliability of integrated circuits as ever smaller feature sizes are achieved. Because the photodisintegration of an atomic nucleus by a single photon can also lead to the emission of energetic alpha particles and thereby to upset, in the present experiment, dynamic RAMs were irradiated with high energy bremsstrahlung to see if this type of soft error could be observed. Upsets due to alpha particles from a nuclear (y,a) reaction must, of course, be separated from the well known upsets due to photocurrents produced by the dose rate of the incident ionizing radiation. In order to produce this separation, 16K The radiation field has been characterized with CaF2 thermoluminescent dosimeters (TLDs). In the region where the devices were irradiated (about 60cm from the converter), the field intensity varied as the inverse square of the distance from the converter. To preserve the purity of the radiation, the devices were irradiated in a free field geometry. It was therefore necessary to measure the bremsstrahlung field behind the devices and to use the inverse square variation to calculate the field at the devices.
For calculations of the yield of alphas given in a following section, it was necessary to measure the total bremsstrahlung field. This was accomplished by placing the TLDs behind 3" of aluminum to obtain charged particle equilibrium. In order to measure the absorbed dose at which device failures occurred, a separate calibration experiment was performed in which TLDs in just an aluminum foil were irradiated at the same time as when the total field was being measured and at the same position as that in which the devices would be placed. The aluminum foil is thinner and of a different material than the lids on the devices, but its use does give a measure of the absorbed dose better than do the measurements behind 3 inches of aluminum. It is also the way the total dose for hard failure was measured on similar devices in a Co-60 cell. The TLDs in the aluminum foil measured doses a factor of three less than the TLDs behind 3 inches of aluminum, indicating that the absorbed doses in the devices were also a factor of three below the free field values. The values of dose shown in this paper are the doses measured behind 3 inches of aluminum except in the case where the total dose failure level is given, and this is the absorbed dose or the free field dose divided by three.
The minicomputer system used to test the dynamic RAMs consists of a Zilog Z-80 system with 36K of memory of which 16K is reserved for the testing program. The system operates with a 4 M-iz clock and a refresh period of approximately 100 micro-seconds. All three voltages on the chip were within 1 percent of the typical recommended values. The devices were placed about 1 meter from the computer system on twisted pair cables with load matching resistors at the signal transmitting ends. Decoupling capacitors were placed at all three power supply pins at the device end of the cable.
Four devices were tested together in sockets mounted on a common board, but all of the electrical connections to the computer were separate for each device. Errors were matched to devices by the unique bit position among the 8 bits available. The computer system was shielded from the radiation and received no measurable dose according to the TLDs placed on it. The exposure on the four devices was measured to be uniform within 20 percent.
The testing procedure consisted of filling the devices alternately with all 0's or all l's and then exposing them to the bremsstrahlung field. After a predetermined number of Linac pulses, the RAMs were checked for upsets by comparing the entire memory to the fill character and printing out the address and contents of any mismatches. The memory space was then filled with the opposite character and checked to make sure no hard upsets had occurred. The memory space was then refilled and the system was exposed again.
The Linac pulses were For each device, a plot of the upsets per kilorad versus dose rate shows that at low dose rates upsets per kilorad are constant and do not depend on dose rate.
In the model to be developed in the next section it will be seen that, if the upsets are produced by single photon interactions, the number of upsets per kilorad is expected to be constant. Where the upsets per kilorad will increase rapidly is after the dose rate threshold for upsets has been exceeded. This behavior can be seen in some of the data above 1 Rad(CaF2) per pulse, i.e. above approximately 1X106 rads(CaF2) per sec.
The variation in results among devices and manufacturers is real even though the statistics are poor.
The large majority of the upsets, where identifiable, correspond to transitions from the 1 to the 0 state, or from a state where the cell's potential well is empty to one where it is filled.
Eventually, most of the devices failed during the tests and were replaced. Since the total dose on the devices was known, and because these total dose failure levels may be of value to the radiation effects community they are included in Table 6 ; values for the devices which did not fail are shown as greater than the total dose accumulated when the experiment was terminated. In order to obtain the total absorbed dose in the device, the hard failure levels given in Table 6 were taken to be those measured behind the 3" of aluminum and divided by 3.
Two device types we also tested for hard failure in a Co-60 test cell and failed at levels comparable to those in Table 6 The measurements reported here have shown that single high energy photons can cause soft upsets in 16K dynamic RAMs. The evidence for this new mechanism is the observation that at low dose rates the number of soft upsets produced is proportional to the total dose delivered, but is independent of the dose rate. These experiments are also the first observation of the production of a deleterious radiation effect in an electronic device by a single high energy photon. The most probable cause of the upsets are alpha particles emitted from the 28Si(y,a)24Mg nuclear reaction.
In order to characterize differences between devices, the average value for the number of upsets per kilorad and the standard deviation have been calculated for each device. These values are given in table 7 . Values of the upsets per kilorad which were at or near the photocurrent limit were not included. Also shown in table 7 is the average number of upsets per kilorad for a particular manufacturer's devices along with the associated standard deviation. The table demonstrates differences in devices and differences between manufacturers greater than the statistical fluctuations.
The calculations for a model 16K dynamic RAM and the 28Si (y,a)24Mg nuclear reaction resulted in a value of 150 upsets per kilorad (Si). In view of the magnitude of the statistical variations, the average values in table 7 for upsets per kilorad (CaF2) are in reasonable agreement with these calculations especially in view of the additional uncertainties in alpha particle upset sensitivities. Yaney, Nelson, and Vanskike2 have, for example, reported variations in sensitivity to alpha upset that vary by an order of magnitude between two different devices, and these results were obtained with relatively monoenergetic 4.9 MeV alphas incident the device surface. Yaney, Nelson, and Vanskike2 also measured upset rates which, when calculated for the incident alpha flux they reported, ranged from 2.5 to 1000 alphas per upset. May and Woodsl used a value of 67 alphas per upset to fit theoretical calculations with measured upset rates for 4K dynamic RAMs. In the present case, The existence of high energy photons such as were used in these experiments is rare in a nuclear or space environment, but the discovery of this new soft upset mechanism is nevertheless of fundamental significance to the field of radiation effects in electronic devices. 
